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Project Overview

In summary, once s chisel session was made on costumes.artstailor.com a proxy nmap
scan was able to identify the relevant IP address of dbc.artstailor.com. Following this
identification the IP address was scanned for smb-related vulnerabilities. Once this was
accomplished the EternalBlue exploit in Metasploit was used to gain access to
bdc.artstailor.com. Through migrating processes, the domain account of artstailor was
acquired.

Goals

The goal of this exercise is to get Domain administrative privileges.

Risk Ranking/Profile

The risk ranking of this exploit is medium as the available exploit enables third
party users to execute code. However, despite being documented online [ was
unable to replicate the exploit as described.

Summary of Findings

[ was able to identify that the available exploit was SMBv1.

Technical Report

Introduction
Vulnerability Description

The identified vulnerability is SMBv1 which is an EternalSynergy exploit that
allows the execution of code via packets. Access to bdc.artstailor.com is avail-
able through port 445.

Mitigation or Resolution Strategy

This exploit can be mitigated by updating the SMB server to the latest version
that has been patched to against EternalBlue exploits.

Attack Narrative

I setup a remote desktop with Costumes.artstailor.com (see figure 1). Follow-
ing this I used nmap against the IP address 10.70.184.* on port 445 as this port
is associated with SMB and identified that bdc.artstailor.com is accessbile (see
figures 2 and 3). After this I confirmed that that the ip address was vulnerable
toSMB by running the -script vuln flag (see figures 4 and 5).
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Nmap done:




